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At present, the rapid development of information technologies and
telecommunication systems places new demands on signal processing and analysis. The
increase in channel capacity, data complexity, and quality requirements necessitates the
improvement of data processing methods. Effective signal analysis and classification
systems not only improve transmission quality but also ensure reliability, stability, and
noise resistance of communication systems.

Traditional approaches describe signals in terms of amplitude, frequency, or phase
parameters. However, these methods often fail to capture hidden structures within the
signal. Therefore, in recent years, methods based on informational entropy have gained
special attention.

Information entropy is a key mathematical measure characterizing the degree of
uncertainty and order within a signal structure. The concept of entropy, introduced by C.
Shannon, became the foundation of information theory, allowing quantitative evaluation
of the complexity and information content of various processes. Consequently, entropy-
based analysis methods have become effective tools in signal recognition, filtering, and
classification.

The main idea of this work is to implement information-entropy analysis methods
for signal processing at the hardware level, that is, to create a system capable of
calculating and processing entropy-based signal features in real time.

Relevance of the research

The main trend in the development of information systems is to increase
processing speed and reliability. Modern telecommunication, radar, and security systems
operate with large amounts of data, where software-level processing is often insufficient
due to high computational costs and latency.

An effective solution is to implement entropy methods on hardware platforms
such as FPGA, DSP, or SoC. These devices provide high-speed parallel processing with
low energy consumption. Advantages of entropy analysis include:

Describing structural characteristics of signals;
High resistance to noise and multipath propagation;
Ability to distinguish chaotic and ordered processes;
Quantitative evaluation of signal statistics.



Therefore, entropy-based approaches are widely applied in telecommunications,
radiomonitoring, connection quality control, IoT devices, and cybersecurity systems.
This research is not only relevant but also practical, aiming to create an autonomous,
real-time intelligent signal analysis system. Such systems can be used in
radiomonitoring centers, military and industrial communication networks.

Research objectives and tasks

The purpose of this research is to develop methods for signal analysis using
informational entropy and to design a hardware prototype for its implementation. To
achieve this goal, the following tasks were defined:

1. Develop algorithms and numerical methods for robust classification of PSK
signals based on informational entropy analysis.

2. Implement a hardware model of informational entropy analysis based on
FPGA, ensuring high performance and energy efficiency.

3. Build a theoretical model of informational entropy analysis for neural
networks, considering the signal dynamics and its entropy characteristics.

4, Conduct experimental research and testing of the developed system on real

data, including tasks related to the classification of digital modulation signals.
Scientific basis and content of the work

The novelty of this research lies in adapting the entropy method for hardware
implementation capable of real-time operation. Entropy analysis is based on the
probabilistic distribution of signals, allowing the identification of ordered and random
components.

In the FPGA-based system, the entropy computation block includes several
functional modules:

Pre-filtering;

Discretization and normalization,;

Entropy calculation;

Data classification and visualization.

Fast Fourier Transform (FFT) is used during signal processing to evaluate
frequency-domain characteristics. Parallel architecture allows multiple operations to be
performed simultaneously, minimizing processing time and maximizing throughput.

Key findings

1. The results of the computational experiment confirmed that, when
classifying PSK modulations using the HisarMo0d2019.1 dataset, Shannon entropy is the
most informative feature, providing higher recognition accuracy compared to Rényi,
Tsallis, and exponential entropies.

2. The optimized hardware implementation of the radio module on Xilinx
Zyng-7000, utilizing 18.2% of DSP and 25.7% of BRAM resources, performs a 4096-
point FFT with a 128 ps latency, demonstrating high real-time signal processing
efficiency.



3. The convolutional neural network (CNN) classifies PSK modulation data
obtained from the NI PXIe-1065 with 99.9% accuracy, except for QPSK modulation, for
which the accuracy drops to 94.9% at SNR = 6 dB.

4. Automatic PSK modulation classification based on machine learning
methods, including constellation diagrams, probability distribution functions, higher-
order cumulants (HOCs), and a newly introduced filtering and regeneration technique,
achieves 95% accuracy at SNR =9 dB.

Scientific Novelty

1. It has been demonstrated that Shannon entropy is the most informative feature
for the classification of PSK modulations compared to Rényi, Tsallis, and exponential
entropies, which is confirmed by experiments conducted on the HisarMo0d2019.1
dataset.

2. A new energy-efficient radio module based on the Xilinx Zyng-7000 FPGA has
been developed. It performs a 4096-point FFT with a delay of 128 ps while using
minimal hardware resources (18—19% DSP and 25-26% BRAM), providing a
significant acceleration in signal processing compared to software implementations.

3. For the first time, the architecture of a deep convolutional neural network
(CNN) optimized for PSK signal classification based on entropy features has been
developed and experimentally validated. The proposed architecture achieves up to
99.9% accuracy on data collected using the NI PXIe-1065 platform and maintains high
robustness even at SNR = 6 dB.

4. A hybrid digital modulation classification architecture has been proposed and
justified. It integrates statistical distribution functions, higher-order cumulants, and
machine learning models, achieving recognition accuracy of up to 95% at SNR =9 dB
and higher.

Practical significance

The developed system has wide practical potential and can be used in:

1. Radiomonitoring systems - spectrum control, unauthorized transmitter detection,
and frequency analysis;
2. Military and defense communications - rapid signal recognition under interference
conditions;
SDR systems - automatic receiver adaptation and energy optimization;
4. IoT and 5G devices - embedded low-power autonomous analysis modules;

The main advantages are adaptability, reliability, and scalability.

Conclusion

The conducted research on information-entropic signal processing has
demonstrated that the use of entropy-based features significantly enhances the efficiency
of digital modulation analysis. The examination of the HisarMod2019.1 dataset showed
that among the evaluated entropy measures — Rényi, Tsallis, and exponential —
Shannon entropy exhibits the highest informativeness for PSK signal classification,
providing more stable and distinguishable features even under low signal-to-noise ratio
conditions.
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The developed optimized hardware radio module based on the Xilinx Zyng-7000
platform confirmed the effectiveness of hardware-implemented entropic analysis. The
module performs a 4096-point FFT with a delay of approximately 128 ps, while using
minimal FPGA resources (18.2% DSP and 25.7% BRAM). This demonstrates the
system’s capability for real-time signal processing and its suitability for embedded and
autonomous telecommunication complexes.

Additional experiments conducted using the NI PXIe-1065 data acquisition
platform showed that the proposed convolutional neural network (CNN) achieves up to
99.9% accuracy in PSK classification, confirming the high suitability of the architecture
for analyzing complex signals. For QPSK modulation, the accuracy at SNR = 6 dB is
94.9%, indicating the method’s sensitivity to transitional processes and phase-shift
characteristics.

Furthermore, the proposed method for automatic classification of digital
modulations, which integrates entropic features with optimized processing algorithms,
demonstrates high noise robustness and strong performance at low SNR levels. The
method achieves 95% accuracy at SNR =9 dB, while requiring fewer computational
resources than classical approaches. This makes it a universal and practical solution
suitable for various modulation types, including PSK, QAM, and others.
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